U.S. Department of Homeland Security 

Washington, D.C. 20528 


/sjSks* Homeland 
IgP' Security 

Privacy Office, Mail Stop 0655 


November 8, 2019 

SENT TO REQUESTER VIA: 82124-25069228@requests.muckrock.com 

Emily Crose 
MuckRock News 
DEPT MR 82124 
411A Highland Ave 
Somerville, MA 02144-2516 

Re: 2020-HQFO-00117 

Dear Ms. Crose: 

This letter acknowledges receipt of your Freedom of Information Act (FOIA) request to the 
Department of Homeland Security (DHS), Privacy Office, dated October 24, 2019. You 
requested documents regarding source code and binaries for all of the analyzed tools contained in 
the 2017 GRIZZLY STEPPE report, to include, "X-AGENT/CHOPSTICK", "DOWNRAGE", 
"IMPLANT 4", "IMPLANT 5", "IMPLANT 6", "IMPLANT 7", "IMPLANT 8", "IMPLANT 9", 
"IMPLANT 10", "IMPLANT 11", and "IMPLANT 12". Your request was received in this office 
on October 24, 2019. 

Due to the subject matter of your request, I am transferring this request to the FOIA Officer for 
Cybersecurity and Information Security Agency (CISA), for processing under the FOIA and 
direct response to you. Please find their contact information below: 

Cybersecurity and Information Security Agency (CISA) - formerly National Protection and 

Programs Directorate 

U.S. Department of Homeland Security 
Washington, D.C. 20528 
FOIA Officer: Angela Washington, Acting 
Phone:703-235-2211 
Fax: 703-235-2052 
E-mail: NPPD.FOIA@dhs.gov 
CISA Website 



If you need to contact our office again about this matter, please refer to 2020-HQFO-00117. 
You may contact this office at 1-866-431-0486 or 202-343-1743. 

Sincerely, 


J OTYAfL^i VfA 


-J. 


James Holzer 

Deputy Chief FOIA Officer 



